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Annotation

Lasha Daushvili

Student Portal of Paying for University Internal Services

In the scope of the present work the web application is developed, which serves as portal
for students and enables them to pay for university internal services using virtual scores, which
will be transferred to students at the beginning of the term by the university using some rules.
Portal will enable students to use financial resources optimally and effectively. Portal will

enable university gradually remove cash as paying method for university internal services.
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3905M03bMm 9™ X 9gOBY;

e MaxAllowedPercent (int) — TugrikAmount-ols 58960 300 396&0 890dEgds doommls
LGEIDEH> X 93MEM5©;

gb®ogo Students - LEGHMIHEJOOL Los, HMAWIdOE 0MOEHLYd0D MbogzxMLOEYBHIOTO.

9 3b®owo 89905 39000930 390 900LOYSb:
e Id (int) - bEHvI6EHOL 0IBEGHOBOI>GMGO;
e Name (nvarchar) — bobgero;
e Surname (nvarchar) - 43560;
e PersonalNumber (varchar) — 30650 6mdg6o;
e Birthdate (Date) — 0993500900l ®oG0PO
e GoogleAccount (varchar) — 4macol s6g9M0d0 (Mmams §obo, Mbogzgdbo@gdgdl
3YIR0 MBSO 5393l 5T 969M0TL);
e Avatar (varchar) — gm@m;
¢ ValutAmount (money) — 30906569 056by;
e Universityld (int) - mb0o396L0@G9GH0L 0©96GH0R035GHMMO.

gb®owo CheckOutServices - 1gM30L900L Loos, GMIWO0E 5938 Mb039OLOGIGL. gu
3H®0o 9909905 9900930 39egd0LOR6:

e Id (int) - bLyH30LOL 0EY6EHORBOI>GHMEO;

e Universityld (int) — 65039600390l 00096E08035GH™O0;

e Name (nvarchar) — bgH30L0l EOLObYEGdS;

e Description (nvarchar) — lg®30Lob sfigs;



e Price (money) - g3slso.

gb®owo CheckOutOperations - UgM30L9d0L Iglyo3gdo. gb EbGOo  Tgagds
39900920 390 9d0Lob:

e Id (int) - Ly30LOL 0EIYBEHOROISGMEMO;

e CheckOutServiceld(int) — Ug®30Lb0L 0IBGHO0ROIGHMOMO;

e Stundetld (int) — bE&I6EHOL 0IEEH0RO0ZEHMO0;

e Date (DateTime) — 03965:300L 056H0QO;

e Status (nvarchar) - bEo@MLo (MIAOLEHMOMYIO, A5IHBPOEO, YOMYMBOWO).

gb®owo StudentLends - ULEHwYbEHIOOL Lgbbgdo. gl gbGowo Fgygds d90©IR0
390 900L5YSb:

e Id (int) - Bs65{9M0L 0009bEH0B03oGHME0;

e Universityld(int) — «60396bo@9Eob 009b@0xz035¢™M0;

¢ BorrowerStudentld (int) — g53lglbgdgero BEgbEol 0YbEHOR0IIGH™MEMO;

e LenderStudentld (int) — dlgbbgdgero LBEHgbEol 09IbEH0R0IGHMEMO;

e Amount (money) - 35U9Ubgd)0 Msbbs.

gbMoeo LendTranspers - L bGHgdl dmMol gos®oiEbzgdo. gb gbMowo G gds
39000930 390 900LoYb:

e Id (int) - BHO5BLEGIOOL 0©I6EHOBOZOEHMMO;
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e SenderStudentld (int) — 45053603bs30 LGH™MI6EHOL 0WYBEHOBROZSGHMEMO;

e ReciverStudentld (int) — 3090900 LEIbEHOL 0096EGH0B0ZEHMOO0;

e Amount (money) - 3569Ubgdo MIbb.;
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PayBackDebpts - «y56Hb639c0gmgl BE©gbEHIOL FmMOL 49sM03EHZgd0L X 5TGOL, O3
3obbdmdl ™3 LobEgdsd  3MOYIGHMIWOO  ©9EYBML  bAHMEIBGHMS  FmMob
Q535¢05690900.
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399my9690o 39gdbmemaogdo

19MH39OMWO 53e035300L FgLs3MTs390Ws© Fo8MmYgbgdme 0dbs .NET 3eo@am®ds,
396dme - ASP.NET MVC ¢gdbmemaos, G©mageoi 9009000 y39wsdy godmygbgdsmo s
99899AHM0 BH9dbmemaoss. 040 9xmdbgds 3G0bE03L - dmEgEo/bgro/3mbEmmegMo ©s
09935 dOmAol sbsHowgdol LodoEgdsls. goblozmMgdmwo s0bodzbol woMbos 3
3996mmy00l MLsgOMbMGds s HorBomd.

9mbs39dms BBy 09999953909 0465 Imbo3gdms d5Bols dsrmzol bobEgds Microsoft
SQL Server 2012-ob godmygbgdom. Microsoft SQL Server 2012 s6ol LGH¥)ergsbmgsbo
9mb5399m5 35B0ol FoMr30L LOLEBHYIS MY 300 FMbS3gdMs B5BOL Fgloddbgersco.

390 930003530500 0bFHBLoMMo 9oL godmygbgdmewo Web API  dgommegdo,
OMIwgdoE 1SS gdsls 0dErgzs, MM 45dMmdobgdme 0gbsl SMFsOEHM dMIMHIOH0ID,
56599 IMdOEEMO 530353005653, MOE 93035300l 396300560900l TglodergdEIMdsls
00g939.

Google OAuth 2.0 protocol s99m96&05035300Ls 5 93GMMOBoE0OLIMZ0L, HMIGE03
6900L30gH  3OHMYMHToL  5dgzl  LETOEOIL, 9939380691  Google-l s ASOIOMUL
33¢MM0Bs305 Google-b sbgoM0Tom.
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36530 NBOHMb39gmymaol 3mEo

3OMyM5dMo  MBOMBlgymes g ems  ASP.NET MVC  3go@gm®dol
2409myqbgdom.

19gMH396ME0 53035300l 3Ol 03 JOMOMSE bsfowls, G®MmIgmois 3sLbolidygdgwos
36MaM53ol LHmGMs 53b30mboMgdsBg 5938 F90gy0 Loby:

90053560 890000

RegistrationTransper (39056Mm03b30L ©M9a0LGHMOMYds, MMOILS3 9OPO LEHMIbEO
«)OoEbogl Igmegls)

public int RegistrationTransper(Students sender, Students

reciever, decimal amount, string description, string statusDesc)

{

var lendTransper = new LendTranspers

{
SenderStudentId = sender.Id,
ReciverStudentId = reciever.Id,
Amount = amount,
Description = description,
Date = DateTime.Now,
UniversityId = sender.UniversityId,
Status = statusDesc

};

dbContext.LendTranspers.Add(lendTransper);

dbContext.SaveChanges();

return lendTransper.Id;

}
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56bdMdOL dgdmbgggzsdo TransperToFriend dgomeo
public string TransperToFriend(Students sender, Students reciever,
decimal amount, string description, int rowId)
{
using (var dbContextTransaction =
dbContext.Database.BeginTransaction())
{
try
{
var newStatus = "@©o@slEmmgdmo” ;
var command = @"UPDATE LendTranspers SET Status = " +
"N'" + newStatus + "'" +

" WHERE Id=" + rowld;

dbContext.Database.ExecuteSqlCommand(command);

//Update dbo.Students
var newAmont = sender.ValutAmount - amount;
command = @"UPDATE Students SET ValutAmount = " +
newAmont.ToString().Replace(',"', '.") +
" WHERE Id=" + sender.Id;

dbContext.Database.ExecuteSqlCommand(command) ;

//Update dbo.Students
newAmont = reciever.ValutAmount + amount;
command = @"UPDATE Students SET ValutAmount = " +
newAmont.ToString().Replace(',"', '.") +
" WHERE Id=" + reciever.Id;

dbContext.Database.ExecuteSqlCommand(command) ;

dbContext.PayBackDebpts(sender.Id, reciever.Id,

amount);

dbContext.SaveChanges();
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dbContextTransaction.Commit();

}
catch (Exception)
{
dbContextTransaction.Rollback();
return "993mds Mm39MHo300L emML" ;
}

return "done";

@S  9Mmo ;3500 3OM3JEOS  OHMIgwoi  35Lbodygdgwos  osEHOBML
LEGHM96EIOOL Lglbgdo.

ALTER PROCEDURE [andreauser].[PayBackDebpts]
@sender int,
@reciever int,
@Amount decimal
AS
BEGIN
DECLARE @CurrLend decimal = @
IF EXISTS (SELECT 1 FROM [andreauser].[StudentLends] WHERE
(BorrowerStudentId

@sender AND LenderStudentId = @reciever) OR
(BorrowerStudentId
BEGIN

@reciever AND LenderStudentId = @sender))

IF EXISTS(SELECT 1 FROM [andreauser].[StudentLends] WHERE

(BorrowerStudentId = @sender AND LenderStudentId = @reciever))
BEGIN

SELECT @CurrLend = SUM(Amount) FROM
[andreauser].[StudentLends] WHERE (BorrowerStudentId = @sender AND

LenderStudentId = @reciever)
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UPDATE [andreauser].[StudentLends] SET Amount = @CurrLend +
@Amount

WHERE BorrowerStudentId = @sender AND LenderStudentId =
@reciever
END
IF EXISTS(SELECT 1 FROM [andreauser].[StudentLends] WHERE
(BorrowerStudentId = @reciever AND LenderStudentId = @sender))
BEGIN
SELECT @CurrLend = SUM(Amount) FROM
[andreauser].[StudentLends] WHERE (BorrowerStudentId = @reciever AND
LenderStudentId = @sender)
IF(@CurrLend <= @Amount)
BEGIN
DELETE FROM [andreauser].[StudentlLends]

WHERE BorrowerStudentId = @reciever AND LenderStudentId
= @sender

IF(@CurrLend < @Amount)
BEGIN
INSERT INTO [andreauser].[StudentLends]

VALUES (1, @sender, @reciever, @Amount-@CurrLend)
END

END
ELSE
BEGIN

UPDATE [andreauser].[StudentLends] SET Amount =
@CurrLend - @Amount

WHERE BorrowerStudentId = @reciever AND
LenderStudentId = @sender
END
END
END
ELSE
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BEGIN
INSERT INTO [andreauser].[StudentlLends]
VALUES(1, @sender, @reciever, @Amount)
END
END

sbggg  REST  Service dgom@o  6Mmdgeog  35Lv1bodygdgeros  gosbool
M90LEGHM0MYIDY, GMIgroi  9949dwos  dooghmmlb  BgdoldogMds  3wogbBds s
d9L53530L5 ML MH3LgdO 61BOLIOGOO 3gIbmEMAOOl 3OMYMITILMI6

[HttpGet]
public IHttpActionResult Create()
{

var pairs = Request.GetQueryNameValuePairs();

var studentId = pairs.Where(x => x.Key ==
"StudentId").FirstOrDefault().Value;
var serviceld = pairs.Where(x => x.Key ==

"ServicelId").FirstOrDefault().Value;

using (CheckOutServiceEntities dbContext = new
CheckOutServiceEntities())
{
var student = dbContext.Students.Where(x =>
X.GoogleAccount == studentId +
Settings.Default.MailSufix).FirstOrDefault();
if (student == null)
{
return BadRequest("LEHwgbGHo 56 dmodgdbs");

}

var service = dbContext.CheckOutServices.Where(x =>
x.Id.ToString() == serviceld).FirstOrDefault();

if (service == null)
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return BadRequest("LbydHgzolbo 396 0m0dgdbs™);

AddCheckOutOperation(service, student);

return Ok();

private void AddCheckOutOperation(CheckOutServices service,

Students student)
{

using (CheckOutServiceEntities dbContext = new

CheckOutServiceEntities())

{
dbContext.CheckOutOperations.Add(new CheckOutOperations {

CheckOutServiceld = service.Id, StundetId = student.Id, Date =
DateTime.Now, Status = "@oMgaobGHMomgdmo™ });
dbContext.SaveChanges();

Q9 3909bIHY MsbbHIMds Payment

public void Payment(int rowId, decimal price, Students user)

{

using (var dbContextTransaction =

dbContext.Database.BeginTransaction())

{
try
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var newStatus = "asobowo";
var command = @"UPDATE CheckOutOperations SET Status
=" 4+ "N'" + newStatus + "'" +
" WHERE Id=" + rowld;

dbContext.Database.ExecuteSqlCommand(command);

//Update dbo.Students
var newAmont = user.ValutAmount - price;
command = @"UPDATE Students SET ValutAmount = " +
newAmont.ToString().Replace(',", ".") +
" WHERE Id=" + user.Id;

dbContext.Database.ExecuteSqlCommand(command);

dbContext.SaveChanges();

dbContextTransaction.Commit();

}

catch (Exception ex)

{
dbContextTransaction.Rollback();
throw ex;

}

}
}
Google Oauth?

SBBEMIBHME0 Jsbo, HMIGELOE SFFOMEs 0ToLIMZOL MM Lo FoMHMqdol 99dm393500
3900930 M 35350 0mo© Facebook 53¢ ™MH0Bs300%Y.

public abstract class SocialMediaAuthenticationProviderBase

{
18



protected string _appIld { get; set; }

protected string _secretKey { get; set; }

protected string _callbackUrl { get; set; }

public SocialMediaAuthenticationProviderBase(string appId, string
secretKey, string callbackUrl)

{
_appld = appld;
_secretKey = secretKey;
_callbackUrl = callbackUrl;
}

public abstract string GetRedirectUrl();
public abstract OAuthUserInfo GetUserInfo();
protected string BuildQuery(Dictionary<string, string> queries)
{
if (queries == null || queries.Count == @) { return
String.Empty; }
StringBuilder sb = new StringBuilder();
sb.Append("?");
foreach (var g in queries)

{
sb.AppendFormat("{0}={1}&", q.Key, q.Value);
}
return sb.ToString().TrimEnd('&");
}
protected string MakeHttpGetRequest(string url)
{

using (var http = new HttpClient())

{
var response =
http.GetAsync(url).GetAwaiter().GetResult();
return
response.Content.ReadAsStringAsync().GetAwaiter().GetResult();

}

}
protected string MakeHttpPostRequest(string url,

TEnumerable<KeyValuePair<string, string>> body)

{

using (var http = new HttpClient())

{

var content new FormUrlEncodedContent(body);

var result = http.PostAsync(url,
content).GetAwaiter().GetResult();

return
result.Content.ReadAsStringAsync().GetAwaiter().GetResult();

}

}
protected bool IsAntiForgeryTokenValid(string key)

{
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return HttpContext.Current.Request["state"] != null &&
HttpContext.Current.Session[key] != null
&&
HttpContext.Current.Request["state"].ToString() ==
HttpContext.Current.Session[key].ToString();

}
}

Google 533H™Mm0Bo3E00l Jersbo.

public class GoogleAuthenticationProvider :
SocialMediaAuthenticationProviderBase
{

private const string _authUrl =
"https://accounts.google.com/o/oauth2/auth";

private const string _profileUrl =
"https://www.googleapis.com/oauth2/v1l/userinfo”;

private const string _tokenUrl =
"https://www.googleapis.com/oauth2/v3/token";

private const string _stateKey = "googlestate";

public GoogleAuthenticationProvider(string appId, string
secretKey, string callbackUrl) : base(appId, secretKey, callbackurl) { }

public override string GetRedirectUrl()

{
string googleState = new Guid().ToString();
HttpContext.Current.Session[_stateKey] = googleState;
Dictionary<string, string> queries = new Dictionary<string,

string>();

queries.Add("client_id", _appId);
queries.Add("response type", "code");
queries.Add("scope", "openid%20email");
//5] 29bs ©s3585@™: mdgobo
queries.Add("redirect uri", _callbackUrl);
queries.Add("state", googleState);
return _authUrl + base.BuildQuery(queries);

}

public override OAuthUserInfo GetUserInfo()

{

if (!base.IsAntiForgeryTokenValid(_stateKey)) { return null;

string content = RequestUserInfo(GetToken());
dynamic userInfo =
Newtonsoft.Json.JsonConvert.DeserializeObject(content);
return new OAuthUserInfo()
{
FirstName = userInfo.given_name,
LastName = userInfo.family name,

20



Email = userInfo.email,
GoogleId = userInfo.id
}s
}

private string GetToken()

{
var body = new Dictionary<string, string>();
body.Add("code", HttpContext.Current.Request[“code"]);
body.Add("client_id", _appId);
body.Add("client_secret"”, _secretKey);
body.Add("redirect _uri", _callbackurl);
body.Add("grant_type", "authorization_code");

string content = base.MakeHttpPostRequest(_tokenUrl, body);

dynamic tokenInfo =
Newtonsoft.Json.JsonConvert.DeserializeObject(content);
return tokenInfo.access_token.ToString();

}

private string RequestUserInfo(string token)

{
var queries = new Dictionary<string, string>();
queries.Add("alt", "json");
queries.Add("access_token", token);

return base.MakeHttpGetRequest(_profileUrl +
base.BuildQuery(queries));

}
}
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5960950, 0bs3qds69 B5IOMIOL B gddo d9Jdboos bZMIBEGHMMO OGSO,
6MHmIol  99939md0m  BEAIbGHO  SbMME30ggdL  bogzgMlo@gBol dos LyMzolgdol
LOGILMMOL  49ObELL  03y35M0@, MMA 56 g3l Tgbgds FMEEMb. 3mMEGHswo  slY39
LodMogdsl  5deg3l  BEAMIBGHJOL, gOMAbgPL  SLglbMb  3oOEGMSEMEGO  JMwgdo,
OMIWgdoE o8m0yggbgds 4oobgddo. 3mMEGHIWo MO LsmbogzgMLOGYBH™ 953W03S(309.
d9LsdgdgE0s oo BYMAZs BBZsILBZS LoOoOL MbogzgMliodgdgddo. dsb dozgdmeo
543 Lodmermem  Lobg, o3  dglodergdgerl bol ol godmyggbgdsl  30dgmHE0Mo
doBbgdoLomz0U.
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